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Me :

Freelance Data Engineer,
based in Paris and
Amsterdam

Passionate about all things
distributed and machine
learning.

Tinkering with Blockchain,
Bitcoin, Ethereum at night

Definitely not a blockchain
expert !!!
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How the technology behind bitcoin
could change the world




Bitcoin

’ , A purely peer-to-peer version of electronic cash [which] would allow
online payments to be sent directly from one party to another without going through

a financial institution.

Satoshi Nakamoto, in the Bitcoin Paper published in 20087



Bitcoin

’ {;'c A purely peer-to-peer version of electronic cash [which] would allow
online payments to be sent directly from one party to another without going through

a financial institution.

In practice, it is a combination of many things :
- A P2P architecture like BitTorrent and Public Cryptography
- A “secure network” where transactions can be independently confirmed as
unique and valid without a central authority :



Blockchain

- The open source, decentralized ledger of all transactions, which is the backbone of the
bitcoin network.
- Built of blocks (batches of transactions) in a sequential log or ledger of all transactions.

\

Tx1

% (-
i Block 10 Block 11
Prev_Hash Timestamp _,—D{ Prev_Hash Timestamp
Tx_Root Nonce Tx_Root Nonce
-/ \Z K
Hash01 Hash23
HashO Hashl Hash2 Hash3
Tx0 Tx2 Tx3

3 N
Block 12
|| Prev_Hash Timestamp |
Tx_Root Nonce
Vg —~/




Blockchain

A copy of the blockchain is stored on each user’s computer.



Blockchain

Adding a transaction

1 - New Transactions are broadcasted

P i =5 8

'[/m s Jj \ \Imvmﬂ"lj/ T Jj 2 - Every_ node creates cr.eates a .
- R 3 _ block, with seen transactions from his
o ] [wesaog )| o o] [ wesng ] chain.

3- Anode is picked, and
this node broadcasts its block

Merkle ranch for Tx3

4- The other nodes receive and
validate this block, and if it’s validated
they add the block to their copy of the
chain.




Block Height 277316

Header Hash:

0000000000000001b6b2a13b095e96db

41c4a928b97ef2d944a9b3 1b2cc7bdca
A

Previous Block Header Hash:
0000000000000002a7bbd25a417c0374
cc55261021e8a9ca74442b01284f0569

Timestamp: 2013-12-27 23:11:54
Difficulty: 1180923195.26

Nonce: 924591752

Merkle Root: c91c008c26e50763e9f548bb8b2
fc323735f73577effbc55502c51ebdccrcf2e

Transactions

Block Height 277315

Header Hash:

0000000000000002a7bbd25a417c0374

cc55261021e8a9ca74442b01284f0569
A

= .
Previous Block Header Hash:
00000000000000027e7ba6fe7bad39fa
f3b5a83daed765f05f7d1b71a1632249

Timestamp: 2013-12-27 22:57:18
Difficulty: 1180923195.26
Nonce: 4215469401

Merkle Root: 5e049f1030e0ab2debb92378f5
3c0a6e09548aca083f3ab25e1d94eal155e29d

Transactions

Block Height 277314

Header Hash:
00000000000000027e7bascfe7bad39fa
f3b5a83daed765f05f7d1b71a1632249

Previous Block Header Hash:
00000000000000038388d97cc6f2c1d
fe116c5e879330232f3bff1c645920bdf

Timestamp: 2013-12-27 22:55:40
Difficulty: 1180923195 .26
Nonce: 3797028665

Merkle Root: 02327049330a25d4d17e53e79f
478cbb79c53a509679b1d8al1505c5697afb326

Transactions
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Block Height 277316

Header Hash:
0000000000000001b6b9a13b095e96db
41c4a928b97ef2d944a9b31b2cc7bdc4

Merkle Tree

Previous Block Header Hash:
0000000000000002a7bbd25a417c0374
€c55261021e8a9ca74442b01284f0569

Timestamp: 2013-12-27 23:11:54
Difficulty: 1180923195.26

Nonce: 924591752

Merkle Root: €91c008¢26e50763e9f548bb8b2
fc323735f73577effbc55502c51eb4cc7cf2e

Allow for efficient summarizing, and verification of the
integrity for large data sets. (Find them in distributed
Databases like Cassandra), they contain
cryptographic hashes.
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Transactions

Block Height 277315
Header Hash:

HeaderHash: =~~~ In Bitcoin, they summarize all the transactions in a
CC55261021089cA7444200128410569 block, producing a digital fingerprint for a set of
transactions, that is verifiable, and auditable.

s Previous Block Header Hash:
00000000000000027e7ba6fe7bad39fa
f3b5a83daed765f05f7d1b71a1632249

Timestamp: 2013-12-27 22:57:18
Difficulty: 1180923195.26
Nonce: 4215469401

Merkle Root: 5¢049f4030e0ab2debb92378f5
3c0abe09548aeal83f3ab25e1d94eal155e29d

It’s built by hashing recursively hashing pairs of
nodes until there’s only one hash : the “merkle root”.

Transactions

The cryptohash used here is a SHA256, applied twice.

Block Height 277314

Header Hash:
00000000000000027e7ba6fe7bad39fa
f3b5a83daed765f05f7d1b71a1632249

Previous Block Header Hash:
00000000000000038388d97cc6f2c1d
fe116c5e879330232f3bff1c645920bdf
Timestamp: 2013-12-27 22:55:40
Difficulty: 1180923195.26

Nonce: 3797028665

Merkle Root: 02327049330a25d4d17e53e79f
478cbb79¢53a509679b1d8a1505¢5697afb326
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Transactions
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Blockchain Decentralized Consensus

- Bitcoin resolves consensus by “trying” to solve the famous “byzantine generals
problem”, through the process of “Mining”

- Through the Mining process, Miners creates new blocks

- It amounts to solve an ever increasing challenge, but easy to verify by the others.

- Proof of work : A new block roughly added every 10 minutes

a BLOCKCHAIN Home  Chais  Stals  Markets APl Wallet
info

Difficulty
Source: blockehain.info

225,000,000,000

200,000.000,000

175,000,000,000

150,000,000,000

125,000.000,000

Difficulty

100,000,000,000

75,000.000,000

50,000,000,000

Jul'1s Aug 15 Sep'15 Oci'15 Nov'15 Dec'15 Jan 16 Feb'16 Mar 16 Apr'16 May 16 Jun'16



Blockchain : Proof of work
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HOW THE BITCOIN BLOCKCHAIN WORKS

~10 Minutes Of Transactions Are

Miners Create A Block
Broadcast To All Miners B b e

TRANSACTIONS ed MINERS

Miners Try To
Solve Puzzle

Miner Solves BLOCK
Puzzle And Gets A PUZZLE
Proof Of Work

PROOF OF
The Successful Miner WRK
Broadcasts Its Proof Of
Work To The Other

Miners

MINERS Process Starts Over

Miners Verify The Proof

Of Work
VERIFICATION §g =4 TRANSACTIONS g ed MINERS







Ethereum

- Bitcoin has sprung a lot of “altcoins” each with their Blockchain

- New type of blockchain that go beyond financial services

- Ethereum goes beyond most blockchains and aims at being versatile

- Contracts can be used to build currencies, voting systems, financial derivatives,
decentralized applications, etc

Blockchain for All !

Ethereum can be used to codify, decentralize, secure and trade
almost anything.



Ethereum : Smart Contract

[1] ©

A & (0

ensure that infinite execution does not occur as the
execution stops the moment the ether amount sent
along with the call is consumed

Ether is required to call a contract, this is done to

When a contract is called, a small amount of ether is

."} : required to be sent along with the call. However, when

P A
: 'trf a contract is called, an amount of ether can be directly

= g transferred to that contract there by instituting a

balance transfer like in the case of a payment

S If a contract does not include any programmed
~ o instructions, it behaves as an account. It has an
@ address and a balance. This account can
= receive/send ethers from/to other

accounts/contracts.



Ethereum : Smart Contract Example

Q

[1] ©

A & (@

Balance

Fields

Methods

Events

Address : 0xcOD801061070FB92622d1d58Fe27872F07F0eat
Balance : 0

Fields

+ Members (list of member)
« nextMeetupDescription
* nextMeetupDate

* Votes

Methods

+ Vote

+ AddMember

* NewMeetupProposal

» ExecuteProposal

Events

+ Vote

+ AddMember

+ NewMeetupProposal

+ ExecuteProposal



Ethereum : Smart Contracts

struct MeetupProposal |
string nextMeetupDescription:
uint nextMeetupDate:

LLL, Serpent, and Solidity all can be used to write SRS AR S
1 executed:
contracts bool proposalPassed:

uint numberOfVotes:

int currentResult;

Vote[]votes:

mapping (address => bool) wvorted:

' Hashtable

struct TransferFundProposal {
address recipient;

contract owned { uint amount:
address public owner: string description;
uint votingDeadline:
fanction owned() { bool executed;
owner = msg.sender: bool proposalPassed:
} uint numberOfVotes:
Modiﬁer int currentResult;
modifier onlyOwner ( bytes’32 proposalHash:
1f (msag.sender '= owner) Vote[]votes:
throw: mapping (address => bool)voted:

]
}
struct Member |

function transferOwnership(address newOwner)onlyOwner { address member:
owner = newOwner: bocl canVote:
} string name:

! uint memberSince:

]
contract EcthereumMeetup is owned |

4 struct Vote |
Inheritance bool inSUPPOTT:

address voter:
string justification;



Ethereum : Decentralized Apps (Da

dApp Front-end Steps

o Solidity Contract *.sol

° .sol

ConsenSys/testrpc
(at https://github.
com/ConsenSys/eth-
testrpc)

sent

web3.js

.50l binary
sent back
to dapp
Solidity Compiler
(solc)

Front-end JS

pSs)

Transactions can be
signed in the Ethereum
MNode by the web3 AFI,
or signed in the front-
end and pushed 1o the
node “raw”

nonces prevent pushing

duplicate transactions and

increase for the lifetime of a key

Keystore?
dapp pushes After Contract Frontend can now
compiled contract posted to make calls to
to netwark blockchain: Contract on

blockchain:
returns
Address + ABI call:
Address + ABI +
nonce
ronce = 0  nores =1
Key Ethereum Node
cpp-ethereum pythereum geth

A Contract Creation Transaction is shown in steps 1-5 at above.

An Ether Transfer or Function Call Transaction is assumed in step 6.

Ethereum [ or Private Network



Ethereum Go

Official golang implementation of the Ethereum protocol

Linux 0SX ARM Windows Tests

develop [ builc WERWHGSINN build failing
master bulld 'Success build success build failing

Codecov 56%

Codecov 51%




Secure

Transparent

Distributed Consensus

Blockchain



Connected Devices and loT



BILLION TR, | '_ RILLION

Embedded and- -
Intelligent Systems

' i

Connected People Revenue Op GBs of Data

Source: Mario Morales, IDC






Nano Computer

RaspberryPi

Micro Controller

Arduino

©,0,

ARDUINO




Networked industries l
PrE——

Networked everything
Networked society
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Security gaps in loT with serious physical effects

Refrigerator among devices hacked in Internet of
things cyber attack

AFTER JEEP HACK. CHRYSLER.
LECALS VAL O



Why today’s Internet of billions of Things won’t scale to the Internet of
bundreds of billions of Things

Internet

of Things

Source: Device democracy. Saving the future of the Internet of Things. IBM Institute for Business Value.
http://www-935.ibm.com/services/us/gbs/thoughtleadership/internetofthings/ fig.2, p4
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loT networks centralized cloud distributed cloud



IBM and Samsung’'s ADEPT Project

AR

loT research project by IBM



AOER 10T CHALLENGE FOCIES

x/ cost

O Thust

v/ monetisation
v/ interoperability
v discoverability
Vv authentication
\/ long term service expectation Yot fypre-pro®
0 scale

Internet

of Things




ADEPT VISION

highly efficient digital marketplaces

real-time resource competition

Inter-device agreements

direct payments between devices

service and resource barter between devices
Inter-device reputation

B -

V= demo'ed



Autonomous
Device Cordination
Framework

Messaging
{e.g. Telehash)

Store &

Light Peer
protocol
handier

Data Management (e.g. MySQL & Distributed DB)

E.g. Android, Linux compatibility

SIsu| 1430Y
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USE LdsSe | . The Autonomous Washer

Autonomous transactions between Washer, J
Retailer, After Sales Service and ather appliances.

=

Detergent
Check
ay%

-

Service Checklist
Warranty Check

wed

ADEPT
"EVASHEH

Ve =

TV
Price Alert

B““
o

No gy,
J%f'bn-v"

1 Consumables Marketplace
2 - Senvice Marketplace

3 Energy Marketplace




Interactions - component illl-warranty replacement

Trigger:
Washer detects potential air filter failure.
Find authorized service center.

Internet discovery
In device analytics
Block chain verification

Secure point to point messaging

4.;_ Ir} | / | \ | i EM—T;- .
; h §

Check wasfniylstaflis()

. | —— i g _iin-warranty, raise telehash
e h . Replacement Order()

Verify warrant :
status() Notify owner()

3

If in warranty, Telehash
Service order confirm ()




Universal digital ledger
@0 06000
\/ \ \ v

Registration Authentication Contract to barter Checklist for
of new of remote power with other  automobile
device users appliances safety

N/ /N
& 0O &

Source: Device democracy. Saving the future of the Internet of Things. IBM Institute for Business Value.
i i hip/i ings/ fig.5, p11




loT Communications
Architectures
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chain
of
things

A. Data origin authenticity

B. Securely sending data from logger to ledgers

A Ars

2. SOLAR CELLS

o 1.4 10
1 21 ?0 3. DATA LOGGERS

oR

C

. Maintaining data securely 5. DISTRIBUTED LEDGER

D. Sharing & transacting data securely 6. DEVICE OWNER

(:::::) (:::::) (:::::) 7. THIRD PARTY ACCESS

4. BITSEED DEVICES RUNNING IOTA & OTHER NODES




chaln

thlngs

The main security focus is on:

Data origin authenticity

securely sending data from logger to ledgers
Maintaining that data securely
sharing/transacting that data thereafter securely

Additional outstanding questions:

+ How does this compare to legacy solutions?

« How will that data be controlled by its owner?

*« How will the node know that it is receiving data from an approved datalogger?

« What is the most likely or secure way for the data to be relayed from the datalogger to the node?
» How many data loggers report back to a single node?

i o - (=



Getting Started, DIY loT Blockchain

‘ raspnode DIy FAQ  Support

DY Raspberry Pi Cryptocurrency Node




Getting Started, DIY loT Blockchain
</O/ EthEmbedded

Raspi-Eth-Install

Welcome to Eth(Embedded)’s Raspbian based Ethereum Installer.

Click here for Raspbian Ethereum Installer on GitHub: https://github.com/EthEmbedded/Raspi-Eth-Install

= - Raspberry Pi agnostic - Wether you have a Pi 1B, 1B+, or Pi 2 it is the exact same process

+ - Utilizes Raspbian(Debian based) OS for those of you who prefer that flavour:)

+* - Unattended install of the OS5

* - Consumes entire SD by default so no need to resize after install.

» — Utilize default settings OR customize by editing installer-config.txt file prior to install (root password, IP
settings, hostname, etc.)

» — Utilizes dphys-swapfile so end user does not have to set up swap.

+ - Choose your flavor of Ethereum by which script you run - eth/cpp-ethereum OR geth/go-ethereum
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Code Example






